Design & Implementation Of An Electronic VVoting System For Christian Service
University College

by

John Tanko
Ahmed Mustapha
Beyin Nana Kwame

A Thesis submitted to the Department of Computer Science/Information Technology,

Christian Service University College

in partial fulfilment of the requirements for the degree of

Bachelor of Science (BSc) Computer Science

Faculty of Health and Applied Sciences

© June, 20109.



COPYRIGHT STATEMENT

The contents contained in this thesis are copyright protected. No part of this publication may
be reproduced, stored in a retrieval system or transmitted in any form or by any means, edit,
publish, photocopy, make available or disseminate through whatever means this thesis or any
content contained in whole or in part without first writing to seek the permission of the

authors.

For any information, you can write to nakwasoft@gmail.com

© 2019



DEDICATION

We dedicate this Thesis to God Almighty our creator, strong pillar, source of inspiration,
wisdom, knowledge and understanding. He has been the source of our strength throughout

this four year program and on His wings only have we soared.

We also dedicate this work to our parents; who have encouraged us all the way and whose
encouragement have made sure that we give it all it takes to finish that which we have started.
We wish to dedicate this Thesis with due honour to our guardian, Chief and Lolo Charles
Chukwu; who taught us that even the largest task can be accomplished if it is done one step at

a time.

To our lovely wives, Rosemond Asare Agyapong, Deborah Ayeebo; who taught us that the
best kind of knowledge to have is that which is learned for its own sake. To our siblings,
Ernest Kojo Arhin, Marcus Edu Agyapong, and Bright Kusi Agyapong; who have been

affected in every way possible by their quest.

And to all who have helped us in diverse ways, we say “A very big thank you to you all.”

Our love for you all can never be quantified.

God bless you all.



STUDENTS DECLARATION

We the undersigned solemnly declare that the project report, titled “DESIGN &
IMPLEMENTATION OF AN ELECTRONIC VOTING SYSTEM FOR CHRISTIAN
SERVICE UNIVERSITY COLLEGE” is based on our own work carried out during the
course of our study under the supervision of Mr. Phanuel Seli Asense. We assert the
statements made and conclusions drawn are an outcome of our research work. We further

certify that:

l. The work contained in the report is original and has been done by us under the

general supervision of our supervisor.

Il. The work has not been submitted to any other Institution for any other
degree/diploma/certificate in this or any other University in the Republic of Ghana or

abroad.

1. We have followed the guidelines provided by the university in writing the report.

IV.  Whenever we have used materials (data, theoretical analysis, and text) from other

sources, we have given due credit to them in the text of the report and giving their

details in the references.



SIGNATURE OF AUTHORS:

Mr. John Tanko/10004293 e,

(Student/Author — CSUC) Signature Date

Mr. Ahmed Mustapha/10004316 ..

(Student/Author — CSUC) Signature Date

Mr. Beyin Nana Kwame/10004024 ..o e,

(Student/Author — CSUC) Signature Date



SUPERVISOR’S DECLARATION

| hereby declare that | have read through this project and in my opinion, this project is

adequate in terms of scope and quality for the award of the degree of Bachelor of Science in

Computer Science.

Mr. Phanuel Seli ASENSE e,

(Lecturer — CSUC) Signature Date

Certified By:

Mrs. Linda Amoako Baning s

(Ag HOD — Dept. of CS/IT, CSUC) Signature Date

Vi



ABSTRACT

INTRODUCTION

Electronic Voting has been attracting a lot of interest in the various tertiary institutions in

Ghana. This is good as it establishes good administration.

Voting is the process through which individuals convey their opinion and have the freedom to
elect a leader of their choice to signify and address the student's issues. We are in the
technological age, and problems being solved with the computer are widespread. The use of
Electronic Voting Systems to solve election problems both in the country and tertiary
institutions is increasing rapidly because it is able to give accurate results, is less costly in the

long run, fast and very secure.

PURPOSE

The aim of this project is to present an Electronic voting system (E-Voting) to be applied to
Christian Service University College student's electoral body. The system would seek to
address issues in the department association elections conducted every year. We intend to
achieve this by developing a system that is more secure, speedy and gives an accurate
performance. The tools we would use in developing the system would include MYSQL (My
Structural Query Language), a relational database management system in designing the
database, Javascript, PHP (Hypertext processor) programming language, HTML together

with CSS and Ajax; with these, we intend to produce the expected results.
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METHOD

Information technology is greatly affecting all areas of our daily lives. In getting leaders to
various positions different methods have been set up, with research going into trying to
improve them. The most recent method has been electronic voting (e-voting), which is meant

to phase out existing methods of voting

FINDINGS

The research findings will generate great awareness about the E-voting system in Christian
Service University College and also provide useful knowledge to stakeholders about the
benefit of an E-voting system and also provide useful knowledge in policy formulation

concerning students’ elections.

During the study, we took into consideration descriptive analysis together with qualitative
and quantitative data collection approaches. Purposive and simple random techniques were
used in the selection and administering of questionnaires to officials of Christian Service

University College’s Electoral Commission and the voting population from students.

Our findings showed that for a successful E-voting system implementation, Christian Service
University College must be willing to accept the new system and do away with the old

system, which is the SurveyMonkey and be willing to provide the needed resources as well.
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CONCLUSION

It is about time that traditional SurveyMonkey forms for voting in Christian Service
University College gives way to the E-Voting system and hence simplifies the task for

Electoral commission and his/her Officials.
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CHAPTER ONE

INTRODUCTION

BACKGROUND STUDY

Christian Service University College is accredited by the National Accreditation Board. It is
affiliated to the University of Ghana, Kwame Nkrumah University of Science and
Technology, and the University of Cape Coast. The Hierarchy of Authority at the University
comprises of the University Council, Management Board, and Students Representative

Council SRC.

Elections at Christian Service University College are conducted periodically to elect
representatives of various bodies particularly the Student Representative Council SRC and
other associations such as Computer Science Students Association COMSSA, Business

Students Association BUSA, and Nursing Students Association NSA, etc.

The electoral system at the university has evolved over the years; from paper-based voting to
computerized voting using third party applications, e.g. Monkey Survey. The latter and it
challenges notwithstanding, brought great improvement to the electoral process, considering
the problems associated with the former, e.g. the inflexible, slow and expensive nature that
characterize the printing of ballot papers and sometimes the changes to the voters register

when it is close to elections, poses enormous challenges among others.

E-voting is a generic term. It encompasses a variety of services, which includes the basic
transmission of tabulated results. It can also include punched cards, optical scan voting
systems, specialized voting kiosks, and the transmission of ballots and votes through
telephones network, private computer networks, or the internet. When done right will yield

many benefits, including speed, cost, trust, flexibility



This project is geared towards among others to bring about transparency of elections so far as
the university is concern since it has been noted with great concern among students that,
people in high authority pull strings to impose on them leaders they did not elect to bring
about a lack of interest among equally qualified candidate for the various offices from
contesting. This will increase astronomically the number of contestants for the various offices

bringing about competition.

Voting is restricted to users or voters of this system. Not everybody can vote even though
users who are not registered voters may have access to the system. In other to vote, one must
meet certain requirements and the basic requirement as a student is to be registered or
admitted by the school. This automatically qualifies you to partake in the Student
Representative Council SRC elections. In the case of Association level elections, the voter
must be a student of that Association and admitted student. Access to the system shall be

strictly by biometric verification device with username and password as an alternative.

This project was undertaken by John Tanko, Beyin Nana Kwame, and Ahmed Mustapha,
students of Christian Service University College are to address the challenges with the

current system of voting used over the years.

PROBLEM STATEMENT

Elections at Christian Service University College over the years have not been without one
issue or the other. There have been multiples of reported allegation and counter-allegations
between contestants and their supporters concerning elections, with mostly losers accusing
authorities of election rigging, and other related election malpractices including multiple

voting, hacking, etc. in favour of their supposed candidate. This is due to a lack of



transparency before, during, and after elections and the fact that the current system is a third

party system.

This can be solved with a properly designed and implemented e-voting system solely owned
and managed by the body tasked to handle elections. The design and implementation process

should include the student body as well. This will engender trust in the system.

SIGNIFICANCE OF THE STUDY

The significances of E-voting system including:

1) To engender trust among candidates and their supporters before, during, and after
elections. Cases of election rigging will be minimized.

2) To provide better services to electorates.

3) To reduce the cost of elections in the long-term.

4) To give assurance to equally qualified candidates to vie for any office knowing they
will not be short-changed.

5) To reduce the human factor who can easily be compromised.

OBJECTIVES OF THE STUDY

1) To review the already existing system of voting in Christian Service University
College.

2) Designing an electronic voting system for Christian Service University College.

3) Implementing an electronic voting system in Christian Service University College.

4) Validating the System.



JUSTIFICATION OF THE PROJECT

This “E-VOTING SYSTEM” will among others, deduce the mistrust candidates and their
supporters have had to deal with before, during, and after elections with the current system of
voting. This definitely will increase astronomically the number of the contestant for the

various offices advertised fostering competition.

Again, the electorate will be encouraged to go all out to vote for their preferred candidate,

knowing it is a fair process.

SCOPE OF THE STUDY

The study focuses on the already existing system of voting in Christian Service University
College, Kwame Nkrumah University of Science Technology, University of Ghana,
University of Education Winneba, Kumasi campus and to make sure transparency in

elections across the board in Christian Service University College.

LIMITATION OF THE STUDY

We having to do all this in a semester posed a lot of challenges due to the limited time period

we had in the semester.

Again, we were constrained financially since the entire project was self-sponsored.



MARKET RESEARCH ON PROJECT:

Our research tends out that students prefer our new system to the old one comparing the
features of both systems. We also find out that there is no such existing system on campus.
The current system on CSUC campus being used for elections is the Monkey Survey, online

survey development cloud-based software.

However similar systems are being used by other universities such as Kwame Nkrumah

University of Science and Technology (KNUST) which would be studied.



CHAPTER TWO

LITERATURE REVIEW

INTRODUCTION

Election process plays a vital role in tertiary institutions and Christian Service University
College is no exception. Student Election is a process of electing perfect representatives who
will lead the student body. In a democratic country and institution like Christian Service
University College, people choose their leaders by giving them valuable votes. The
institution in question has a VVoting System which has been used for several elections over the
years. Recently, it was used to conduct an election for the Student Representative Council

(SRC), 2018/2019 executives.

The system has many drawbacks which include the following:

1) The system was created using a survey (www.surveymonkey.com). This system is

always created anytime there’s an election and destroyed after the election because

the system is not owned by the school.

2) The election is done through the internet and thus, without the internet, the voting is

stalled.

3) There are no proper records keeping on past elections.

4) The system cannot be used for multiple elections and is too porous in terms of

security.


http://www.surveymonkey.com/

With these drawbacks, there’s the need for using a well-designed Electronic Voting System.
Voters can vote for their favourite candidates or nominees on a specified Election Day and

Date by the Electoral Commissioner (EC).

REVIEW OF OTHER VOTING SYSTEMS

Information Technology is rapidly growing in most developing countries. Many countries
including tertiary institutions worldwide are doing away with the manual way of voting with
Electronic voting systems (E-voting) that are geared towards increasing voters’ participation,
protecting votes’ votes and expediting the release of election results. Countries like the
United States of America (USA), Russia; and tertiary institutions like Kwame Nkrumah
University of Science and Technology (KNUST) and University of Ghana, Legon (UG) are
examples of countries and institutions that are using e-voting systems for both general and
students’ elections. The E-Voting Mechanisms (EVMs) used in India statistically shows that
there has been the frequent occurrence of invalid votes during elections. Before this system
came into use, there were lots of invalid votes recorded and the margin between the winning
and losing candidate was very large. The EVMs were developed to eradicate these invalid
votes. Apart from this, it also ensured that the results of the election were counted and

released within a few hours after voting as compared to the manual means of voting.



REVIEW OF MANUAL VOTING SYSTEM: —

UNIVERSITY OF EDUCATION (UEW), KUMASI CAMPUS

Manual way of conducting students elections in tertiary institutions in Ghana has gone on for
some time now and for us to develop a good E-voting system, it deemed necessary to take a
critical study on elections conducted locally in care of the students Electoral Commission
(EC) of University of Education, Winneba precisely, Kumasi campus. The election process is
described as various candidates details printed in the form of a ballot then the Electoral
Commissioner sets a date for the election. Various officers working with the Electoral
Commissioner sets voting points called Polling Stations where students form a long queue to
cast their votes. After the set time for the election to end is due, counting of the ballots takes
place where all ballots cast by students (voters) are counted one after the other until the final

ballot.

Counting of the ballots mostly delays as the officers are sometimes confused with the
numeration or voters do not agree with the number counted that is to say there is no trust in
the counting. Tallying of the results takes a longer time as the results in one polling station
will be waiting for the result in another polling station to be accumulated. This results in the
delay of declaring the final results of the election. It takes about four to five days for the
results of the election to be declared. Many of the times, the results declared even are
challenged by the losing candidates as they believe there have been some infringements
somewhere. Fig 2.1 shows a step by step overview of a manual election at the University of

Education, Winneba.
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Fig.2.1: Manual voting system - (University of Education, Winneba)

REVIEW OF OTHER EXISTING E-VOTING SYSTEMS: KNUST & UG

In this section, we review the performance of some e-voting systems already existing, with
bases been their availability, access to the system and security. When developing any system
including E-Voting system, user requirements are the primary objectives, the reason being
that you cannot develop a perfect system without these requirements. Security is essential in

this case.

There are numerous electronic voting systems on the internet, youtube and local tertiary
institutions like the Kwame Nkrumah University of Science & Technology (KUNST),
University of Ghana (UG), to mention but few which were developed by professional

Software Engineers.

Encryption schemes via public key infrastructure and certificate are the most widely based on
voting data and process security. This can be used together with biometric for secure

authentication. The trust and success of the system cannot be achieved without a good and

9



strong security. The voting process, channels, data, communication channel, access control
channel and all other voting tools and technologies need to be secured. Why we have to
secure all these levels is that security in the E-voting system cannot be at one level; if we
decide to secure only one level, we make the other levels very weak. Such systems are left at

the mercies of hackers.

KWAME NKRUMAH UNIVERSITY OF SCIENCE & TECHNOLOGY -

KNUST, KUMASI.

The institution uses one platform for all elections conducted on campus; from SRC,
associations to university authority’s elections. About seven (7) years ago, the university
faced a lot of challenges in electing leaders in the various organizations and as such there was

the need for the introduction of an E-Voting System.

STRENGTHS OF THE SYSTEM
Their system had good strengths considering the following:

1) The system could be used to conduct two different elections at the same time.

2) The system could keep proper records of past elections.

3) The Electoral Commissioner (EC) is able to see and assess all computers on the
network that are being used for the election and as such any foreign computer
connected to it is detected easily.

4) In terms of security, it is highly secured with the use of a biometric fingerprint device
which makes sure it is the right voter coming to vote.

5) There is no room for double voting as the verified voter can vote only once.

10



DRAWBACKS OF THE SYSTEM
The drawbacks of the system were as follows:

1) The voter cannot vote at a place or on a device that does not have a fingerprint scan
for verification.

2) Apart from the computers used at various polling stations for elections, no voter or
whomsoever can connect other devices to the system and use for voting since all
computers provided by the EC on election day are configured with IP addresses.
Therefore the system is made to accept only votes coming from those computers.

3) Although the system is web-based, it cannot work outside the university’s campus.

UNIVERSITY OF GHANA, LEGON — UG, ACCRA.

The University of Ghana started using the E-Voting system for SRC elections about eight (8)
years ago. The system uses the Student’s ID Number for login and vote verification. The
system seems to accumulate the votes and display the final results within a few seconds after

the close of the election.

STRENGTH OF THE SYSTEM

Their system had good strengths considering the following:

1) The system accepts votes from a given range of Students ID Numbers. With this, any
number not found with the given range of numbers by EC is rejected by the system.

2) Right after the voter has finished casting his/her votes, the results of the entire
election are shown to him/her.

3) Since it’s web-based, students can access it at their place of convenient within the
university’s campus provided they have their credentials to login without going to the

polling stations to queue.
11



DRAWBACKS OF THE SYSTEM

The drawbacks of the system were as follows:

1) Although the system is web-based, it cannot work outside the university’s campus.

2) Vote manipulation. Regardless of which candidates one vote for, the EVS is
programmed to credit a specific candidate with all the votes from voters whose
identification numbers end with an even number whilst votes cast by voters whose
identification numbers end with an odd number are shared equally between the two

candidates.

3) The system allowed for double voting.

From all the systems studied, we think that of KNUST is the best and that we used it as our
case study. The major problems with EVS are security and double voting. In terms of
security, we are looking at verification, authentication, and denial-of-service (DoS). In this
system, authentication and verification are done by a biometric device or a student email
address and a password. Only verified voters are allowed to vote or voters whose fingerprints
fail to be verified by the biometric device but are registered voters are authenticated using

their student’s email address and password.

12



PROPOSED FRAMEWORK FOR A SECURE E-VOTING SYSTEM.

The development of an e-voting system that gives universal access to all voters eligible
provides strong security architecture, and integrity of the voting process is the focus of this
study. A hybrid electronic voting system that combines Direct-Recording Electronic (DRE)
and online electronic voting system, with online and offline voting capabilities is what we
propose.

This consists of a platform, where, where operating systems, servers, network, memory, and
other hardware resources are provided by the cloud provider. VVoting shall be done online
considering that it is a cloud application. Eligible voters in areas where there is no internet
connectivity, a polling kiosk, shall be provided with a computer, the results shall after be
synchronized with the cloud. There is also logging every process for auditing purposes, with

flexibility in the choice of voting mechanism.

TYPES OF VOTING SYSTEMS
In recent years, voting equipment which was widely adopted in many countries for voting
may be divided into eight (8) types, namely:

1) Paper-Based Voting Systems (PVS)

2) Direct-Recording Electronic (DRE) Voting Systems

3) Lever Voting Machine (LVM)

4) Punch Card Voting Machine (PCVM)

5) Public Network DRE Voting Systems (PNDRE)

6) Optical Voting Machine (OVM)

7) Precinct Count Voting Systems (PCVYS)

8) Central Count Voting Systems (CCVS)

13



PAPER-BASED VOTING SYSTEMS (PVYS)

With this system, the voter is giving a blank ballot and with a pen or a marker so he/she
indicates the candidate of choice. The counting, recording, and tabulation of the votes cast
are undertaken manually, which is a time and labour-consuming process. Paper-based ballots

can produced and kept for verification; it is still the most common way to vote.

DIRECT RECORDING ELECTRONIC (DRE) VOTING SYSTEMS

This system which is abbreviated to DRE integrates with a keyboard; touch screen or buttons
for the voter to press to a poll. Recording or votes and ballots with images are done in a
computer’s memory in this type of system. Most of these types of systems are quick in

counting and recording of votes.

LEVER VOTING MACHINE (LVM)

This is unique equipment, made of various levels that link the various candidates. The lever is
pulled when the voter wants to vote for a candidate. It is not user-friendly even though it
automatically counts up the ballots, there’s the need to give voters thorough training prior to

the election.

PUNCH CARD VOTING MACHINE (PCVM)

With this type of system metallic hole-punch is used by the voter to punch a hole on the blank
ballot during an election. Counting of the votes and ballots are done automatically,
nevertheless, the voters’ preferred chosen candidate maybe wrongfully determined by the

system.
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PUBLIC NETWORK DRE VOTING SYSTEMS (PNDRE)

This system makes use of electronic ballots and transmits vote data from the polling stations
to other locations over a public network. Transmission of votes may be done in several ways,
for example; ballots may be transmitted individually as and when they are cast by voters, it
can also be in groups transferred periodically, it can also be transferred all at once when the

voting is over.

OPTICAL VOTING MACHINE (OVM)

With this type of machine, the voter picks a blank ballot and fills a circle that corresponds to
a candidate. The machine picks each ballot and selects the darkest mark on it as a vote and
then calculates all as a result. Counting of ballots is done very fast but an error may occur

during the optical-scan when the voter fills over the circle

PRECINCT COUNT VOTING SYSTEMS (PCVS)
The ballots are put in a tabular form, with provided mechanisms to store votes cast
electronically and transmit the same over a public telecommunication network to a central

location.

CENTRAL COUNT VOTING SYSTEMS (CCVS)

It puts together ballots tabulated from multiple PCVS at a central location, with votes cast

stored safely temporarily at the polling station and transmitted to a central location.
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CHARACTERISTICS OF A VOTING SYSTEM

Firstly, voters’ ballot must remain anonymous. This is so that, voters are safe from attacks
from candidates voted against

Secondly, the system of voting must not prone to security threats. It must be a system that is
secure against all manner of threats.

Thirdly, the system should be user-friendly. It should be easy to navigate through with little

Or no assistance.

PARTITIONS OF THE E-VOTING SYSTEM (EVS)

The EVS is partitioned into two (2) panels on the basis of its users as follows:

Admin Panel: This panel will be specifically used by members of the electoral commission
to administer all the electoral processes including registrations of candidates and voters and

monitor all other actions carried out by them.

Student/Voter Panel: This panel will be specifically used by each individual voter who is

eligible for casting his/her vote. Each and every student has two (2) votes. That is one vote

for SRC elections and another for a Department election.

16



CONCLUSION

In conclusion, we have reviewed the current system in Christian Service University College,
reviewed the voting systems in other tertiary institutions like Kwame Nkrumah University of
Science and Technology, University of Education and the University of Ghana. In the next

chapter, we will be looking at the methodology in developing the proposed system.
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CHAPTER THREE

THE METHODOLOGY

INTRODUCTION

In chapter one, we spoke about the need for a new E-voting system. This chapter presents
how data is collected (User requirements gathering), the review of the old or already way of
voting and a proposed system to be. The methods used to achieve the objectives of the project
are included. Requirements needed for the implementation of the system and a short reason
as to why these methods were chosen. The approach for the development of the project will

be the Waterfall model.

SYSTEM ANALYSIS
The objective is to determine the requirements for the proposed system, which thus involve
three tasks; Data gathering through observation, interviews, and questionnaire, etc., analysis

with tools such as a checklist, and decision tables, and documentation

DESCRIPTION OF THE EXISTING VOTING SYSTEM

Here, we would talk about the existing system and its associated problems.

Although the existing system of voting is web-based, the Electoral Commissioner of
Christian Service University College captures data through registered students. It has no
period of registration for voters. Every student has a Student Identification (ID) Number, a
Student email address and a system-generated password. Students are identified by their
students' ID numbers and access their accounts using their students’ email addresses and

passwords.
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MODEL OF THE CURRENT SYSTEM

To the best of our knowledge, during elections, the EC of CSUC creates a form through a
survey called the SurveyMonkey (www.surveymonkey.com) for a particular association
which wants to run elections, eg. Student Representative Council. The association pays not
less than Three Thousand Ghana Cedis (GHC3,000.00) to the IT department to create the
form for the EC to conduct the election. Even with this, the form is always destroyed after the
election and recreated whenever there’s an election. The survey created for election is then
linked to the school’s database which has the registered students. Students or Voters are able
to access the system by clicking on a link sent to their students' email addresses. The link
then sends them to the SurveyMonkey page where they are able to vote for their favorite
candidate. After the elections, the form is destroyed and no records are kept for future

reference.

USE CASE DIAGRAM SHOWING ELECTION PROCESS AT CHRISTIAN SERVICE

UNIVERSITY COLLEGE USING THE EXISTING SYSTEM

Create
F————— > SurveyMonkey

Form .
| Login to
| — — —>@ LI — — — — — —
| . address )
JEE—

-

|
| n
| |

—_
Send link Click on link :

_____________ to voter email fek onfdin - ——
> address tovote 1 |
| [

Electoral
Commissioner
Fm—————

|
' [ vorer s Acoor
Successfully Y 3 Voter | Actor
Voted

Fig. 3.1: Election process at CSUC
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SOLUTION MODEL OF THE PROPOSED SYSTEM “TO BE” MODEL

I
|
|
L

“oters
Login Page

Place Finger / Enter
Student's Email LﬂlcF[J Uscrn?t-'no &
Address & Password /S /S  Passwo

Yes EC Login
Page

— = = = — — — — Authenticate ?

e Check Role |

Mo Yes

s EG 7=

“oting Page

Cast Volte

L
EC Page

Check Result

Save Data in
Database
Encrypt Data

( Stop 7-_ )

Fig. 3.2: A diagram indicating the solution model of the proposed system “to be”.
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DETAILED NETWORK DIAGRAM OF THE PROPOSED SYSTEM “TO BE.”

LAN Connection

192.168.100.1

Feliama Hostel Polling Station
Firewall

| =
|
| -
| & ;
: : 192.168.100.2
! |
| @ |
|
: : g D
| Q
I | —SiU

Server Back-Up Server

Executive Hostel Polling Station

Electoral
Commissioner

Silverstone Hostel Polling Station Application Server Firewall Database Server

Fig. 3.3: Detailed diagram of the proposed system “To Be”.

INCREMENTAL MODEL
This project was developed based on the Incremental Model. The incremental focuses on
building the whole system in small portions. These when done are put together and delivered

as a model.

Design and
> deve?opment : > Implementation

Design and » : > i
[Requirements SERRER.Cocion and Sl Tosting B implomentation

Ny Design and
deve?opment =' > Implementation

Fig. 3.4: Incremental Model Diagram
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SYSTEM SPECIFICATION AND DESIGN

Specifications

User Requirements for the Proposed System to be

The Electronic Voting System should:

1) Be able to display to the System Administrator or Electoral Commissioner the total

number of voters in the system.

2) It should be user-friendly, with guides that will be understandable to all voters.

3) It should be robust enough in other not to encounter problems in the cause of voting.

4) It should support concurrency voting. That is, multiple users can vote at a time from

different locations without encountering problems now and in the near future.

REQUIREMENT SPECIFICATION

For an efficient Electronic Voting System, the following requirements must be met:

1) Browsers: We have browsers like Firefox, Chrome, Internet Explorer and Opera. The
database used is MYSQL Database Management System. We also used
XamppServer for testing. The languages used were HTML, PHP, JavaScript, Ajax,

and CSS.

2) Software: Windows Operating System, from Windows XP to later versions.

3) Hardware: At least 1.6 GHz Processor Speed, 40 GB Hard Disk Capacity or more and
512 RAM or more.
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FUNCTIONAL REQUIREMENTS

1)

2)

3)

Secure storage and retrieval of voters’ details from the database.

Enable secure login of voters, that is to say, no- legitimate voters should not be

allowed to log in to the system.

Be able to validate input and verify output of data.

DESIGN AND IMPLEMENTATION TECHNOLOGIES OF SYSTEM

The E-voting System is developed as an intranet voting system to offer users convenient

access to voting. Several tools used during implementation include the following:

SOFTWARE

1)

2)

3)

MYSQL DBMS: — This allows for easy querying of the database using the select,
insert, delete, and update. This type of database is self-dependent and works on
various platforms which includes Mac OS, Microsoft Windows, Linux, to mention but
few and works together with all hardware as well. To achieve good results, it is very

fast stable and is very cheap compared to other databases.

HTML: — The heart of the internet (World Wide Web) nowadays is the Hypertext
Markup Language (HTML). Sublime Text editor 3 (as at the time of developing the
system) is the preferred editor for coding the various User Interface (Ul) designs in

the E-voting system.

Personal Home Page (PHP): — PHP language was the preferred language for coding

the various functions of the E-voting system.
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4) JavaScript - As a scripting language was also used.

5) Ajax — It synchronizes the web browser.

6) CSS — For styling the user interface.

7) Testing is done via XAMPP SERVER.

8) We used browsers like Firefox, Chrome, Internet Explorer and Opera to test the

system.

9) Chart API for displaying the results.

HARDWARE

For the system to run effectively, the hardware must meet the following specifications:
1) acomputer with at least 1.6 GHz CPU speed for optimum performance,
2) at least 40 GB Hard Disk Capacity,
3) 512 RAM and

4) aPrinter.
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SYSTEM DESIGN

THE LOGIN FLOWCHART

Is Electoral
Commissioner ?

T Voters Login Page 0. Electoral Commissioners

Login Page

Place Finger/Enter Student's Email / Enter Username and Password /
Address & Password

e & Process Data

R e Valid Data ?

Flow Chart Diagram Designed For Check Role
E-Voting System CSUC

Prepared by Group One (1) Members.

Is Electoral
Commissioner ?

+'F'F

‘ Stop '

Elections

r
‘ Association

‘ SRC Elections

Fig. 3.5: Login Flow chart

Note that for one to experience the administrator’s privilege, he/she must login as the
Electoral Commissioner with the commissioner’s username and password which is kept

secret / confidential at all costs.
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DATABASE DESIGN

The system has a backend database with the name “voting” which is made up of ten (10) tables

or entities which are shown below;

The various tables of “Voting”

T v aid associa dept startfime endlime status
& Edit 3¢ Copy @ Delete 1 SRC ALL (SRC) 2019-04-16 07.00.00 2019-04-16 07.00:00 1
o Edit 3¢ Copy @Delete 2 COMUSACSUC BSc Communication Studies 0000-00-00 00:00:00 0000-00-00 00:00:00 2
o Edit 3¢ Copy @ Delete 3 NSACSUC BSc Nursing 0000-00-00 00:00:00 ©00C-0C-00 00:0C:.00 2

o Edt 3¢ Copy @Delete 4 COMSSACSUC BSc ComputerScienceT  0000-00-00 00:00:00 0000-00-00 00:00:00 1

LI OO LI OBl O B K C1 LN O
<

Edit 3¢ Copy @Delete 5 BUSA CSUC  BSc Business Admin 0000-00-00 00.00.00 0000-00-0000.00:00 1
o Edit 3¢ Copy @ Delete 17 GRASA BSc Computer SciencedT  0000-00-00 00:00:00 0000-00-00 00:00:00 2
o Edit 3¢Copy @ Delete 18 GhanaMed BSc Business Admin 00D00-00-00 £0.00:00 000C-D0-0000-00:00 2
o Edtt 3¢ Copy @ Delete 20 OKFM BSc Computer SciencedT  0000-C0-00 00:00:00 €000-00-00 60:00:00 2
o Edit #¢Copy @Delete 21 ALICOex BSc Nursing 0000-00-00 00:00:00 0000-00-00 00:00:00 2
» Edit 3¢ Copy @ Delete 22 0000-00-00 00:00:00 000C-00-00 00:00:00 2

Fig 3.6: Assoc table indicating the records of all associations on campus.

T + W usemame password fname Iname oname role
[ , Edit 3¢ Copy @Delete 1 admin admin Marcus  Kusi Electoral Commissioner

[0 . Edt 3¢Copy @Delete 2 ecadmin  password Henry Asare Kwame Electorai Commissioner

t [J checkal With seiected. ” Edt 3¢ Copy @ Delete & Export

Fig 3.7: EC table indicating all records elected electoral commissioners.

donilusd - e_.1d e_year start_date end_date n_id
[0 o7 Edit % Copy @ Delete 1 2018/2019 2015-05-24 20:16.51 2019-05-24 2011651 54

[0 - Edit 3< Copy @ Delete 2 20182019 2019-05-24 20:16:51 2019-05-24 20:1651 60

1t [J Checkall With sefected. " Edx 3¢ Copy @ Delete &) Export

Fig 3.8: Elections table indicating all records of past elections.
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P o
[0 o7 Edit ¢ Copy @ Delete
o Edt 3¢ Copy @ Delete 55
o Edit 3¢ Copy @Delele 55
o 'Edit 3¢ Copy @ Delete 57

53

59

2

o Edit 3é Copy @ Delete

o Edit 3¢ Copy @ Delete

" Edit #éCopy @ Delele 60
o Edit 3¢ Copy @ Delete 61
o Edit #¢ Copy @ Delete 62
o Edtt 3¢ Copy @ Delete 64
o Edit #¢ Copy @ Delete 65
.~ Edit 3¢Copy @Deletle 65
o Edit §eé Copy @ Delete 67
./ Edt 3¢ Copy @Delete 68

LEOLBROCEO S E ONNON O]

[0 .7 Edit § Copy @ Delete 62
'm Consolet 3¢ Copy @ Delete 70

1
1
1

1

v nid aid pid

20
20
21
21
22
23
24
25
26
28
32
34
34
29
30
3

ftmame oname (Iname  prog

Henry N Agyapong BSc Computer SciencelT
John Tanko  BSc Computer SciencelT
Iary Osel Ansah BSc Nursing

Bnght K Ampong  BSc Business Admin
Anmed Mustapha BSc Nursing

Asare A Rose B8c Nursing

Evans Allotey BSc Communication Studies
Doris Amos  BSc Theology

Francis  Kofi Essel BSc Business Admin
Anmed BSc G aT
Robert  Arhin Sackey  BSc Business Admin
Aiberta Sarpong  BSc Communication Studies
Alberta Sarpong  BSc Communication Studies
Aex Aliotey  BSc Nursing

Enc s} Lamptey BSc Theology

George M Asante  BSc Business Admin

year
2019/2020

201812020
2019/2020
201912020
2019/2020
201912020
201972020
2019/2020
201972020
201912020
201972020
201812020
201912020
201912020
201912020
201912020

Fig 3.9: Nominees table indicating all records of aspirants.

g——N=iy
[0 7 Eait ®e
[0 . Eagt 3
[0 o  Edgit Jeé
] .~ Eat je
[0 .~ Edit Re
[0 .~ Edt 3¢
[ 7 Eait Be

= pd aid
@ Delete 20 1
o Delete 21 1
& D=lste 22 1
e Delele 23 1
& Delete 24 1
= Delele 25 1
- Delels 2 1

pic
Jassetsimg_upload/5c60aad0a72d68 84730811 jpg
Jassetsimg_upload/Sc60aa72e26b61.03652291.1pg
Jfassets/img_upioad/5c60aab48b2585.74269691.0ng
tassetsimg_upload/Sc60aacab58fo1 86949561 ipg
Jasselsfimg_upload/5c60ab2a266eb2.83024321.jpg
_lassetsimg_upioad/5c60ab55c93193 08132826 jpg
tsimg_u 4205268 13528114, png
_Jassetsmg_upioad/5co0ael7aale 1. 23097401 jpg
up Dae556720f5 42762048 png
_fassets/img_upioad/5cb821d1800b12.74229070.pg
lassetsfimg_upioad/ScbBa153e9e6c0 68584913 jpg
_tassetsimg_uploadi5cbBa4615267e0.14920359 png
Jassetsfimg_upload/Scb83727232916 16604144 png
_Jassetsimg_upioadiScc0432882023 47046287 1pg
lassetsimg_upload/5cc044dc5c62338.35171789 jpg
-fassetsimg_upload/5cc0454d081343 53372929.0nq

Treasurer

Womens Commissiones
Mal= Hall Praesadent
Female Hall President
PUSAG Presidaemt

Fig 3.10: Positions table indicating all records of aspirants and their positions.

sl v voterid aid fame oname Iname  prog year stud_id password counter  poll_id
8Sc
[0 o7 Edit i Copy @ Delate 60 Henry N. Agyapong Computer gg;g) csuc.edugh $2y5108b5 JPTMBIKELYAOIOTIEQ2IbgLZAC4TOW TL. 1 2
ScienceT
[J ,7Edt 3:Copy @Delete 61 Heny N Agyapong g?mm 33;3’ nbeyin@stu.csuc.edu.gh $2y5108 JPTIMBIKELYAJOIDTIH 2ACATDFTL.. 1 2
SclenceT
O 2edt § Copy @ Delete 62 John Tanko %g;g/ csuc.edugh $2y5108VasV1AAVGSZF GvZUx2e0. 1LwWYDOICTHXCeMOWIDYO... 1 1
Admin
[0 . Edt 3Copy @Delete 63 Jonn Tanko :?smess gg;g' jlanko@slu.tsuc edugh 52y5105VASVIANGIFGYZUK2e0. 1LwYDOICOHXCCMuwlpyD... 1 1
Admin
Fig 3.11: Voters table indicating all records of registered students/voters.
T = v_id nominees id voters i associa pos
[0 o7 Edit 3 Copy @ Delete 239 o 81 SRC President
[0 .- Edit 3¢ Copy & Delese 40 57 61 SRC General Secretary
t [0 Cneckall witn seiected. 7 Edt  §< Copy @ Delete & Export

Fig 3.12: Votes table indicating all records of the various votes casted by voters.
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Fe=wn AT < poil_d poll_station poli_status
[0 .7 Edit % Copy g Delele 1 Feliama Hostel 1
[1 . Edgt 3¢ Copy @ Delele 2 Executive Hostel 1
[0 . Edit 3¢ Copy & Delets 3 Silver Stone Hoslal 1
[ .~ Eat 3 Copy i Delete 4 Outside Campus 1
[1 o~ Edit ¢ Copy @ Delete 5 White 1
[] . Egit 3¢ Copy & Delete & Bilue 1
[0 L~ Edit 3¢ Copy @ Delete 7 Yellow 1
[0 . Egt Fc Copy & Delete 8. Pol 1

Fig 3.13: Poll table indicating all records of polling stations.

— T -+ ¥ pc_id poll_id pcName ip_address mac_address

[[] . Edit < Copy @ Delete 1 1 Computer1 192.168.100.10 2adm3nwwwww234

[0 .7 Edtt 3¢ Copy @ Delete 2 1 Computer2 182.168.100.11 4e3335m61777778kknmmm
[ . Edit 3¢ Copy @ Delete 3 2 Computer3 192.168.100.20 120pppmmmdcS8okuj

[0 .7 Edit 3¢ Copy @ Delete 4 2 Computer4 19216810050 203pmctitnnyoS67n

[J 7 Edit 3é Copy @ Delete 5 4 Computer9 182.162.90.11 FF-FFF-22-44-55

[ .”Edit 3¢ Copy @ Delete 6 4 Compuier9 1921629011  FF-FFF-22-44-55

[0 .7 Edit #éCopy @ Delete 7 3 Computer 8 192.168.100.200 AAA-FF-22-33-444

[0 . Edit 3¢ Copy @ Delete g 3 Computer 10 192.168.100.300 FF-FFF-22-44-55-SS-000

Fig 3.14: PC table indicating all records of computers connected in all polling stations.

— ] — < dept_id dept dStatus
[] &7 Edit 3= Copy @ Delete 1  ALL (SRC) 1
[[1 &  Edit 3 Copy @ Delete 2 Computer SciencellT 1
[0 &° Edit < Copy @ Delete 3 Business Admin 1
[l . Edit 3 Copy @ Delete 4 Nursing 1
] &F Edit i-u: Copy g Delete 5 Communication Studies 1
[] .° Edit 3 Copy @ Delete & Theology 1
[] &7 Edit 3 Copy @ Delete T Assinno 1
[ &7 Edit 3 Copy @ Delete 2 Emmate 1

Fig 3.15: Department table indicating all records of the various departments in CSUC.
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ENTITY RELATIONSHIP DIAGRAM

ENTITY RELATIONSHIP DIAGRAM FOR E - VOTING SYSTEM

Qo ooassec
o a_id - int(11)
| associa - varchar(60)
| & dept - varchar(60)
|3 starfTime - datetime
m endTime : datetme
| w status - int(1)

AR NOUOT

9 e_id:int(11)

’ < e_year  varchar(20) |
| @ stari_dale - datetime
= end_date - datetime
w n_idint(11)

Seoacer ) | o p_id:int(11)
e Gl T
| & P_1d: Ini(11) \ » pos : varchar(50)
| 1 fname : varchar(50) \ = -
» oname : varchan(60) \

| Iname : varchar(60)
1 prog : varchar(60)
| 1 year - varchar(60)

g v - S— |

\ | e v_id:int(11)
4 g n_id:int(11) L
| & voterid - Int(11)
| assoia - varchar(50)
| » pos - varchar(255)

[ 2 poll_id : int(11)
/ () poll_station : varchar{255)
# pol_status : inf(255)

; / © . yoingpe. i
B0 mimavoters..| | 3 pe_la Int255)
'3 voterid - int(11) //  poll_id - int(11) \
« a_id: int(11) / u pctName : varchar(255)

4 lp_address : varchar(255) |
& mac_address - varchar(255)

« poll_id - int(11) »/
1 name : varchar(255)

» oname ; varchar(255)

= Iname : varchar(255)

1 prog : varchar(255)

i year - varchar(255)

» stud_id : varchar(255)

. password : varchar(255)

# counter - int(255)

vuiing ec |

¢ id:int(11)

7 usemame : varchar(60) |
1 password - varchar(255)
[ fname -varchar(60) |
 Iname - varchar(60)

(. oname varchar(80)
o role - varchar(60)

Fig 3.16: Entity relationship diagram of the Proposed System “to be”.

29



SAMPLE CODE.

oteladmin\classes\Association.php (vote) - Sublime Text (UNREGISTERED)
File Edit Selection Find View Goto Tools Project Preferences Help
php

<?php

funct INSERT ASSO( (
$connect;

assoc
associa

(!$stmt - $connect->prepare($sql)) {
echo $stmt->error;

ind_param("s", $associa);

ute();
$result - $stmt- ult();

($result->num_rows ) {
echo "<span style='color: 00;padding-left px; '>Sorry the association you are
trying to insert already exists.</span>

$sql o oc(associa,dept,status)
(!$stmt - $connect->prepare($sql)) {
o $stmt->error;

* R © 0 ¢ B % > E @ S sktop 7 A al B 1108

5 C:\mmpp\htdocs\vote\admin\classes\Nominees.php [vote) - Sublime Text (UNREGISTERED)
File Edit Selection Find View Goto Tools Project Preferences Help

class Nominees
7 Nominees.php {
iction INSERT N

$connect;

nominees assoc positions
fname ! oname ? 1name
a id ? pos ?

L3
(!$stmt - $connect->prepare($sql)) {
echo $stmt->error;

am("sssis™, $fname, $oname, $1lname, $assoc, $pos);
$stmt->
$result - $stmt->get result();

($result->num_rows ) {
echo "<span style='color:#ff0000;padding-left:50px; ' >Sorry the nominee you entered
already exist.</span
[
1

$sql

A a B 108

Fig 3.18: Sample code for nominees.
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File Edit Selection Find View Goto Tocls Project Preferences Help
Polling phy

<?php

class Poll {

funct INSERT POLL (
$connect;

$sql ™ poll
poll station ?

3

(!$stmt - $connect->prepare($sql)){
echo $stmt->error;
I
1

$stmt->bind param(“s", $pollName);

$stmt-> 1

! H
$result - $stmt->get result();

($result->num_rows M
) “"<span styl color: #0000 Sorry, This Polling Station Already
Exists.</span>

ublime Text (UNREGISTERE

File Edit Selection Find View Goto Tools Project Preferences Help
Position php

<?php

function INSERT_ POS

$connect;

positions
a_id - ?
pos ?

S
4 (!$stmt - $connect->prepare($sql)) {
o ay cho $stmt->error;
addpoll.phy {
$stmt->bind param(“is"”, $assoc, $pos);
$stmt-> ute();
$result - $stmt- result();

}

($result->num_rows M
"<span style='color:#ff0000;padding-left:50px; '>Sorry the pos on you
entered is already inserted.</span>
{
L

$sql i positions(a_id, pos)
(!$stmt - $connect->prepare($sql)) d
o $stmt->error;

s R © 0 ¢ "R % ¥ E @

Fig 3.20: Sample code for position.
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CONCLUSION

In this chapter, we looked at the methodology in developing the proposed system “to be”, the
solution model “to be”, system design and implementation technologies as well as the
database design and coding. The result of the design and coding will be looked at in chapter

four.

32



CHAPTER FOUR

RESULTS AND DISCUSSIONS

INTRODUCTION

This chapter presents the results of the project and its discussions. The objective of this
project was to review the existing system, develop and implement an E-voting system in
Christian Service University College. A review of similar systems was conducted in other to
improve upon the existing system. Feasibility study, requirement gathering, analysis, design,

coding, and testing of the new system were also conducted.

TESTING OF THE SYSTEM

After testing the various modules of the new system, the results were as follows:

If the user or voter wants to use the system for the very first time, he/she will see the

following interface;
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VOTERS USER INTERFACE

[ @ E-Voting System | CSUC

& 2> C @ locahast/vote

Welcome,

E - VOTING SYSTEM

Christian Service University College (CSUC), Kumasi.

Students Representatives Council (SRC), CO JC, CBUCNSA, BUSACSUC.

Click To Vote

® Copyright || Nakwasoft Technologies, 2019 All rights reserved.

| O [ | € i o Deskiop » A dx i % E1

Fig 4.1: Welcome page.

l @ E-Voting System | CSUC

< C @ localhost/vote/sta b+ /'- Paused

You need to

© Copyright || Nakwasoft Technologies, 2019

HH h | A € = = ® @0 o ¥ L Desktop > A dx il 8 B

Fig 4.2: Request page.
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[ @ E-Voting System | CSUC

Student E-mail Address

Enter Your Password

© Copyright || Nakwasoft Technologies, 2019 Al rights reserved.—:

Desktop > A dx i @ B 0720

Fig 4.3: Voter’s login page.

@ E-Voting System | CSUC X+

7 localhost/vote/student/student_page

x
@ | Q search wE s A D =
CHRISTIAN SERVICE UNIVERSITY
COLLEGE, KUMASI. 10:43:05
CSUC, KUMASI | E - Voting Sytem

me, Henry N Agyapong ]

Program: BSc Computer ScienceNT

1o
SRC Elections

1S

COMSSA CSUC Elections

Click to VOTE your favourite Candidate Click to VOTE your favourite Candidate

Fig 4.4: Associations page.

This is when two or more associations are conducting
elections.
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@ E-Voting System | CSUC
€ >

X localhost /127004 /voting % 4

e

calhost/vote/student/student_page

— x
c Search wae ¥ & O &

CHRISTIAN SERVICE UNIVERSITY
COLLEGE, KUMASI.

10:44:24
CSUC, KUMASI | E - Voting Sytem

Welcome, Henry N Agyapong 3

Program: BSc Computer Science/IT

o

SRC Elections.

Click to VOTE your favourite Candidate

s, 2019 Voting System - CSUC A

d
= O M m €

B = U e B @ 0 ¢ & % B % @ B @ % [ ™ &8 © @ B Dekop” A
Fig 4.5: One Associations page. This is when only one association is conducting
elections.

@ E-Voting System | CSUC 3 localhost/127.001 [votine X -+ pes

€ 9 @ localhost/vote/student/student_page <l e
CHRISTIAN SERVICE UNIVERSITY

B ¥ & O &
COLLEGE, KUMASI.

10:46:27
CSUC, KUMASI | E - Voting Sytem

welcome, Henry N Agyapong i 3

Program: BSc Computer Science/lT

Sorry, There are no elections available at this time. Please contact the Electoral
Commissioner.

2019 Voting System - CSUC A

]

* RSO0 ¢ 8

PR e x W% E KT O ® ® @B v

Fig 4.6: No Election page. This is when no association is conducting elections.

36



@ E-Voting System | CSUC wia locathost /127001 fvotin: X | =+

€ G ocathost

¢ wB & 09 K
CSUC, Kumasi | E - Voting System

18:10:11

Welcome, Henry N Agyapong

SRC - Presidential Elections.

No. Candidate’s Pic Candidate's Name Position Select Favourite Cand.
1. Henry N. Agyapong President
2. John Tanko President

right || Nakwasoft Technologies, 2019 All rights reserved

- Y o0 80 ¢ M

B &« » B @ = B ©® @ Oekop” A B 180

Fig 4.7: Voting page; where the voter casts his/her votes.

ELECTORAL COMMISSIONERS USER INTERFACE

@ E-Voting System | CSUC s localhost /127001 /votin: X |

or =] X
€ G ocathost

wBe A0 K =

CSUC, KUMASI | E - Voling Sytem

J 90%

Electoral Commissioner Log-in

Username

Password

Not an Electoral Commissioner ? St
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Fig 4.8: EC login page.

37
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Read More About The

Fig 4.9: EC dashboard/welcome page.
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Fig 4.10: EC department page.
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Started

Association(s) Starts Ends
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Fig 4.11: EC Associations page.
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2 COMUSA CsuC President 4

3 BUSA CSUC Organizing Secretary rd
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5 BUSA CSUC President 4

6 COMSSA CSUC Treasurer rd
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9 President s
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Fig 4.12: EC Positions page.

39
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Fig 4.13: EC nominees’ page.
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Fig 4.14: EC voters’ page.
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Fig 4.15: EC check results page.
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Fig 4.16: EC results page.
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CONCLUSION

In this chapter, we looked at the results and made some discussions on it. We also looked at
how the system functions with respect to the Voter’s and Electoral Commissioner’s page.

We will summarize everything we have done from chapter one to four and make

recommendations in chapter five.
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CHAPTER FIVE

SUMMARY, CONCLUSION, AND RECOMMENDATION

INTRODUCTION

This chapter presents a summary of the project/system, conclusion, and recommendations for

consideration in the future.

SUMMARY

The system is made up of front and back end. It is designed to run on a local area network.
The backend (database) will be seated on a server separate from the frontend (user interface)
for data security and sharing. The system backend and frontend is developed using PHP,
JavaScript, HTML, AJAX, CSS, and MYSQL respectively.

The development of the system went through a process known as System Development Life
Cycle SDLC, to ensure that the objective set out regarding the project was achieved and the
end-users satisfied.

Security of the system was high on the agenda and so several technologies such as data
encryption; blockchain was introduced to make the system robust against both internal and

external attacks.

CONCLUSION

In conclusion despite the challenges we faced, the development of the system was successful.

The objective as set out was achieved, though not to the point of completion.
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RECOMMENDATION

The time frame for the project was inadequate considering other academic workload and we
recommend that enough time for projects in the future will be given.

We recommend the E-voting system to be used for voting because it is accessible, cost-

effective, transparent, and it guarantees authority and confidence to voters.

FUTURE PROJECTIONS
There were a lot of features we needed to add in the project; nevertheless, due to time-
constrained, we couldn’t add them. In the near future we seek to add the following features to
the software:

1) Iris detection:
One of the most secure and effective ways of checking authentication to a system is through
iris detection which is a form of biometric identification that uses the irises of an individual's
eyes. The iris of every individual is unique and can be seen from some distance.

2) Fingerprint detection:
Similar to that of the iris detection is fingerprint detection. As the iris captures the bio of an
individual’s eye, the fingerprint detection captures the uniqueness of an individual’s finger.
This will reduce the tendency for one to be impersonated during the election.

3) Blockchain technology:
It is basically a chain of decentralized, distributed inter-connected blocks similar to a ledger
used for recording transactions across many computers. Any record in any of these blocks
cannot be altered retroactively unless the alterations of all subsequent blocks are done.

4) To host it on the internet to make it available to all voters irrespective of their various

locations.

5) Use a more secure PHP framework called Laravel.

44



10.

11.

References
LaurettaO.Osho,MuhammadB.Abdullahi,OluwafemiOsho,"Framework foranE-
Voting System Applicable in Developing Economies”, International Journal of
Information  Engineering and Electronic  Business(lJIEEB),Vol.8,No.6,pp.9-
21,2016.DOI:10.5815/ijieeb.2016.06.02
SinghKamlakar, “Online Voting System”, Lovely Professional University, (n.d).
Retrieved From https://www.academia.edu/9483312/Online_Voting_System
“Electronic Voting System Using Biometric Authentication”, n.d., Retrieved From
https://www.ijrter.com/published_special_issues/31-03-2017/aadhar-based-
electronic-voting-system-using-biometric-authentication-and-iot.pdf
Ofori-Dwumfuo G.O. and Paatey E., 2011. Online Voting System. Final Year
Project, Methodist University College, Ghana.

Shamos, M.1., 2004. Paper v. Electronic Voting Records-An Assessment. Retrieved
from: http://euro.ecom.cmu.edu/people/faculty/mshamos/paper.htm

Kohno, T., A. Stubblefield, A.D. Rubin and D.S. Wallach, 2004. An Analysis of an
Electronic Voting System. McGraw Hill, New York.

Kelly, A.D., 2003. Secure Oracle 91AS Gets Their E-Vote. Oracle Magazine,
January-February, 45-50.

Mira, L.M., 2004. For Brazil VVoters, Machines Rule. Wired News, Jan, 24.

Cranor, L., 2011. Electronic Voting Hot List. Retrieved from:
http://lorrie.cranor.org/voting/hotlist.html

Awad, M.L. and L. Ernst, 2011. Internet voting in the USA: Analysis and
commentary. Transforming Government: People, Process Policy, 5(1): 45-55.
Gadekar, R.R. T. Kiran and A.P. Hwa, 2011. Websites for E-Electioneering in

Maharashtra and Gujarat, India. Int. Res., 21(4).

45


https://www.academia.edu/9483312/Online_Voting_System
https://www.ijrter.com/published_special_issues/31-03-2017/aadhar-based-electronic-voting-system-using-biometric-authentication-and-iot.pdf
https://www.ijrter.com/published_special_issues/31-03-2017/aadhar-based-electronic-voting-system-using-biometric-authentication-and-iot.pdf
http://euro.ecom.cmu.edu/people/faculty/mshamos/paper.htm
http://lorrie.cranor.org/voting/hotlist.html

12.

13.

14.

15.

16.

17.

18.

19.

20.

Gefen, D., G.M., Rose, M. Warkentin and P.A. Pavlou, 2005. Cultural diversity and
trust in IT adoption: A comparison of potential e-voters in the USA and South
Africa. J. Global Inf. Manage., 13(1): 54-78.

Kitcat, J., 2004. Government and ICT standards: An electronic voting case study. J.
Inf. Commun. Ethics Soc., 2(3): 143-158.

Lebre, R., R. Joaquim, A. Zuquete and P. Ferreira, 2004. Internet voting: Improving
resistance to malicious servers. Paper presented at the IADIS International
Conference Applied Computing 2004, Lisboan.

Rubin, A., 2002. Security considerations for remote electronic voting over the
internet, Communications of the ACM, 45(12): 39-43

Pescatore, J. and C.H. Baum, 2004. Online Voting can’t be Trusted on Standard PCs.
Retrieved from: http://news.zdnet.co.uk/security/0,1000000189,39148110,00.htm
Evangelia K., G. Stefanos and C. Kalloniatis, 2007. Protecting privacy in system
design: The electronic voting case. Transforming Government: People, Process
Policy, 1(4): 307-332.

Spannaus, E., 2004. Electronic Voting is Threat to the Constitution. Executive
Intelligence Review.

(https://en.wikipedia.org/wiki/Electronic_voting)

https://www.cleverism.com/software-development-life-cycle-sdlc-methodologies

46


http://news.zdnet.co.uk/security/0,1000000189,39148110,00.htm
https://en.wikipedia.org/wiki/Electronic_voting

