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ABSTRACT
Network monitoring, management and security software are created to collect data for
network monitoring, management and security applications. The purpose of network
monitoring, management and security software is the collection of useful information from
various parts of the network so that the network can be managed and controlled using the
collected information. Most of the network devices are located in remote locations. These
devices do not usually have directly connected terminals so that network management
application cannot monitor their statuses easily. Thus, network monitoring, management and
security software are developed to allow network administrators or system administrators to

check the states of their network devices.
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CHAPTER ONE

INTRODUCTION

1.1 BACKGROUND OF THE STUDY

The need to be able to manage network resource monitoring and be able to track all
transmission has been a great worry for some organizations. To effectively be able to have a
total control there must be software that should be able to track online usage of resources.

The effective usage of monitoring software is that, it needs to monitor the network
continuously without it being left for even a second, since it cannot be determine when an
error or attack will happen, this makes it time consuming and the need to employ someone
solely for the monitoring, in view of that the network monitoring, management and security
software will have an alert feature that will prompts users by SMS or email within the
shortest time to aert the administrator or the user(RD Austin, CAR Darby - The myth of
secure computing ,Harvard Business Review, 2003).

Being able to identify individual users working on various workstations and their activities
that they are performing on the workstation as part of internal monitoring problems .The
monitoring software will have a feature that will alow remote desktop viewing while the
users still work un interacted and their desktop can be locked if any malpractice is detected
this remote feature will go beyond the normal windows remote desktop feature that allow
only one person to logon to the system at a time and it will block the current user using the
system unless the remote user finishes to use the system .This software will alow more than
one person to logon to the remote workstation and still allow users to have accessto their
stations (Schneir, B. (2005), Managed Security Monitoring: Network Security for the 21st

Century).



Performance of network resource monitoring which will alow the user to be able to know the
performance level of hard drive , processor ,memory and network load which will help
administrators to have control on their network .In view of this our software will have the
feature that will be able to determine the work load of the system and give accurate results on
the use of the resources of the system and trigger alert if the resource is been over utilized and
it reaches it peak level the measurement will be in using the clock rate of the processor or
memory depending on which of the resource is being monitored.

The software will be able to check the normal working load of al workstations and if thereis
any problem such as low current to devices, unauthorized use of a system password,
duplication logon with same id to different system etc it will log the report and prompt the
system admin of the incident.

Identifying workstations that belong to a network by a system administrator is one of the
biggest challenges since it is difficult to even monitor names with large networks .The
software will record mac-addresses of workstations that will be connected and it will be
connected to already document mac-address softcopy of the system. If the mac-address does
not match it will filter the workstation out and disconnect the workstation (Rasmussen, S.
(2002). Centralized Network Security Management, Combining Defense in Depth with
Manageable Security, SANS Institute Security Reading Room, Retrieved May, 2014, from
http://www.sans.org/ reading room/).

Network messaging allows information to be sent to network users desktop instantly to alert
them of emergencies or in prompt meeting times or even to stop them from performing
certain unauthorized activities. Our software will be able to send messages to all users

desktop and even aert them through their emails or phones.



The network monitoring, management and security software, combines an easy-to-use
interface that lets you quickly deploy the product for production and also apply your
organization's monitoring policies across multiple devices quickly.

The software will provide basic functionality across critical 1T resources such as routers,
WAN links, switches, firewalls, VolP cal paths, physical servers, virtua servers, doman

controllers & other IT infrastructure devices.

The software will be used to track all machines connected to the network with their MAC
Address, machine names and status of connection to the network etc. It will aso be used to
administer the network in terms of printer installations, creating secured users using VB
Scripts. It will also have a secure VPN feature to be able to scan the internet for available
machine that have connected the network. The project will be based on using server 2008 to
create a domain controller and be able to design scripts to perform certain functions the
operating system cannot perform like creating policies for clients that logon to the network as
away of controlling user desktop and environment functionality .Whiles all transmission will
be monitored from source to destination .Network attacks like MAN IN THE MIDDLE,
BRUTE FORCE ATTACK ETC will be search for by the software .It is essentia for an
Administrator to be able to have total control of machines and all transmission so the
software will create a network topology for online machine and all websites viewed will be
displayed by the software (RH Dev, MH Nelson, Method and apparatus for monitoring the

status of non-pollable device in acomputer network).

The software we are designing is to be able to monitor live events on the network and also to
monitor any new connections to the network .some features like DNS intrusion detection, |P

spoofing etc will be added .The software will be able to record the IP addresses, MAC



addresses, model of machines, authenticated user on the machine, shutdown the systems

remotely.

1.2 OBJECTIVE OF THE STUDY

The main objective of the project is to design and develop a network monitoring,
management and security software for organizations which will present a framework for
security administrators and security personnel to monitor their complex network devices
more easily, and a means to present the results of their work in an easy-to-understand fashion

to their superiors and to top management.

1.2.1 Specific Objectives:
1. To determine the type of networks used by organizations
2. To determine how network, monitoring, management and security software will
enhance the operations of the work environment
3. To minimize the challenges/problems associated with the current monitoring software
4. To know the benefits of network monitoring, management and security software to

organizations.

1.3RESEARCH PROBLEM STATEMENT

With the study of network monitoring, management and security, it was observed that system
administrators hardly find out about an intrusion which often means they only find out about
critical problems when users complain. It was also observed that it takes alot of time to solve
issues. On average, it takes five hours from the moment a critical problem occurs to detecting
it, determining the problem's cause and correcting,” an excerpt from the study explained

(Nathan Eddy, Associate Editor, www.eweek.com,accessed on 14/01/2014).



It was observed that Network monitoring, management and security issues are of little use
without accurate, up-to-date reports that allow network managers to make correct decisions.
Unfortunately, fault reporting seems to be one of the field's weakest areas. According to Guy
Antony Hase, Novel Approaches to the Monitoring of Computer Networks, 2003,
traditionally, fault reports are limited to the symptomatic reporting of the problem, with the
network manager being left to interpret these symptoms — much like a doctor diagnoses
ailments from a list of symptoms. This method works very well in a large number of cases,
but breaks down in loosely structured organizations where the realm of responsibility is not
delegated to one body. For example, being told that the departmental mail server has stopped
working is not particularly useful if the underlying ailment is a faulty DNS server managed
by a different organizationa division. In cases like these, network monitoring, management
and security software should be able differentiate between faults that are within the divisional
realm of responsibility, and those that fall beyond it. This is something that symptomatic
reporting does not cater for very well (Guy Antony Halse, Novel Approaches to the

Monitoring of Computer Networks, 2003).

Further complicating matters, Guy Antony Halse, Novel Approaches to the Monitoring of
Computer Networks, 2003 stated that the presence of legacy network performance
management tools that cannot keep pace with emerging technologies and trends such as cloud
computing, enterprise mobility, virtualization, and bring your own device (BY OD) initiatives,
which are creating new challenges for IT departments and bringing additional strain to

overburdened networks.



It was further noticed that real time operations on the network were not monitored. As
resources and other utilities are used by various users without knowing the details of what
they are using or what information they require. This leads to unauthorized usage of
resources. And to combat the unauthorized usage of resources, network monitoring,

management and security software will be used to secure and protect the resources.

1.4 RESEARCH QUESTIONS
The Project isintended to answer the following research questions:
1. What type of network is the organization using or implementing?
2. How can network monitoring, management and security software enhance operations
of the work environment?
3. How can network security challenges be minimized by network monitoring,
management and security software
4. What are the benefits of network monitoring, management and security software to

organizations

1.5JUSTIFICATION OF THE STUDY

The world is becoming more interconnected with the advent of the Internet and new
networking technology. Network monitoring, management and security software is becoming
of great importance because of intellectual property that can be easily acquired through the
internet. The internet is considered a data network. Since the current data network consists of
computer-based routers, information can be obtained by special programs, such as “Trojan
horses,” planted in the routers. The synchronous network that consists of switches does not

buffer data and therefore are not threatened by attackers. That is why network monitoring,



management and security software is emphasized in data networks, such as the internet, and

other networks that link to the internet.

Deciding specifically what to monitor on your network is as important as giving network
monitoring, management and security software a general thumbs up. You must be sure that
your corporate network topology map is up to date. That map should accurately lay out the
different types of networks to be monitored, which servers are running which applications on
which operating system, how many desktops need to be counted into the mix and what kind
of remote devices have access for each network. A dose of clarity at the outset makes
choosing which monitoring, management and security tools to purchase down the line

somewhat simpler.

Network monitoring, management and security can be achieved using various software or a
combination of plug-and-play hardware and software appliance solutions. Virtualy any kind
of network can be monitored. It doesn't matter whether it's wireless or wired, a corporate
LAN, VPN or service provider WAN. You can monitor devices on different operating
systems with a multitude of functions, ranging from BlackBerrys and cell phones, to servers,
routers and switches. The network monitoring, management and security software can help
you identify specific activities and performance metrics, producing results that enable a
business to address various and sundry needs, including meeting compliance requirements,

stomping out internal security threats and providing more operational visibility.

With network monitoring, management and security software, the communication channel
will not be vulnerable to attacks as some times possible hackers could try to attack the

communication channel, obtain the data, decrypt it and re-insert a false message but will



prove furtile due to the operation of the network monitoring ,management and security

software.

Network monitoring, management and security software will monitor an internal network for
problems. It can find and help resolve snail-paced webpage downloads, |ost-in-space e-mail,
guestionable user activity and file delivery caused by overloaded, crashed servers, dicey

network connections or other devices.

Network monitoring, management and security software is quite different from intrusion
detection systems (IDSs) or intrusion prevention systems (IPSs). These other systems detect
break-ins and prevent scurrilous activity from unauthorized users. With network monitoring,
management and security software, it will let you know how well the network is running
during the course of ordinary operations, preventing unauthorized users from communicating
to and fro from a particular network. It will enhance the confidentiality of information and
will aso provide authentication that is ensuring that users of the network are who they say

they are.

1.6 SIGNIFICANCE OF THE STUDY

The project is aimed at enhancing the accountability of individuals across the network of
heterogeneous systems. When a user initialy signs onto the network, that user is assigned a
network identifier (NID).As the user moves across the network, all activity performed by that
user on the host server is mapped to the NID.

The Project will also enhance operations to be monitored without any constraints. It will aso

facilitate the use of resources.



System Features:
Advantages of the proposed software are listed below:

> ldentification: The proposed software will enhance the identification of individuals
on the network and thus prevent unauthorized usage of the network.

» Accountability: The project will also enhance accountability since the administrator
will know the particular activities performed by individual on the network.

» Flexibility: The easy-to-use network monitoring Performance Monitor provides the
comprehensive insight and customizability you need to rapidly find and assess the
impact of issues, isolate the cause, and restore performance levels.

» Real time: Proactively ensure continuous up-time with alerts and automatic repair of
potential problems before users are affected.

» Management Information: They will be used to provide useful information of

management for control and decision making.

17LIMITATIONS

During the study, some aspects were beyond the reach of the researcher. The aspects are
number of challenges that were met and these are:

The number of people who are willing to answer the survey. Most system administrators
were not willing to answer the survey and are afraid of giving information because of policies
regarding their operations of work. Time constraints was also afactor, the time it will take the
respondents to answer the survey and analyze the results .Another factor is Financia
constrains with which this study was conducted and access to certain information and data

were limited.



1.8 DELIMITATION

This research is on network monitoring, management and security and this does not cover

areas in monitoring like: Malicious agent or malicious entity security, Data security and Anti-

virus software.

10



CHAPTER TWO

LITERATURE REVIEW

21 INTRODUCTION

The amount of digital information in the world is increasing, and this digital information is
being shared throughout the world. A published Gartner report (Hallawell, 2004) estimated
that the volume of information that organizations deal with, will be 30 times bigger in less
than a decade. The effects of information systems on daily life began to become significant in
the early 90’s by the introduction of one of the most exceptional inventions of the century:
the Internet. As the days went by many forms of networking have been developed. The
motivation behind each new form of networking was basically either to make it possible for
monitoring, management and security aspect. One of them is the use of internet. Although the
basic applications and guidelines that make the internet possible had existed for almost two
decades, the network did not gain a public face until the 1990s. On 6 August 1991, CERN, a
pan European organization for particle research, publicized the new World Wide Web
project. Minimarts Marketing Group, 2009). There are different means of gaining access to
the internet. Some of them are wireless, dial-up and broadband (ADSL). Each of them hasits
own pros and cons. Based on the pros and cons of the different means of networking, it has
become necessary to establish a network monitoring, management and security software.
Network monitoring, management and security software can benefit an organization in many
ways. It helps to ensure that computer security records are stored in sufficient detail for an
appropriate period of time. Dally log reviews and analysis are beneficial for identifying
security incidents, policy violations, fraudulent activity, and operational problems shortly

after they have occurred.
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Network monitoring, management and Security is responsible for securing the network, the
management system that manages the networks and management transactions. In addition, it
is intended to prevent intrusion if a all possible, to detect intruders in case of intrusions
promptly and to recover from and limit the consequences of such intrusions as efficiently as
possible. Here, the manager is informed of who is using the network. (Haojin 1999, 433.) All
of these functional divisions are what make up the monitoring and controlling parts of the
network management. When considering network monitoring, management and security,
performanceis very important.

However, according to the predictions of many security specidlists, threats cannot al be
eliminated; furthermore, the growth rate of security threats will be bigger than the growth of
the Internet (Schneir, 2005). This emphasizes the necessity of network monitoring,

management and security software in workstations.

22 THEORITICAL FRAMEWORK

Software is a general term. It can refer to all computer instructions in general, or to any
specific set of computer instructions. It is inclusive of both machine instructions (the binary
code that the processor "understands') and source code (more human-understandable
instructions that must be rendered into machine code by compilers or interpreters before
being executed).

Software is a set of programs, procedures, functions, associated data and/or its
documentation, if any. Program software performs the function of the program it implements,
either by directly providing instructions to the digital electronics or by serving as an input to
another piece of software. Software is also sometimes used in a more narrow sense, meaning

application software only. (wikipedia.org/wiki/Software accessed on 01/11/13)

12



2.3 SOFWARE APPLICATION DOMAINS

Monitoring entails a system that constantly observes and analyzes the status and behavior of
network which comprises network devices such as switches, hubs, routers, printers,
computers and their associated services.

At the most basic level, network monitoring is done by sending a ping, which is a monitoring
tool that requires instantaneous reply from each computer or network device on the network.
If such a network device failsto respond or takes too long to respond, the network monitoring
system notifies the network administrator of the problem. (Dev, Emery, Rustici, Brown,
Wiggin, Gray & Scott, 1996.)

However, network monitoring domain handles the monitoring of the network by continuously
taking regular virtual snapshots of the network’s workflow. Also track records of
irregularities discovered in the workflow are kept. In the event whereby such irregularities are
so deviated from the recorded snapshots, the network administrator will be notified. ( Afeez
Y usuff, Network monitoring, Bachelor’s thesis Central Ostrobothnia university of applied

Sciences Degree Programme in Information Technology ,May 2012a)

M anagement

Network management (NM) refers to the broad subject of managing computer networks. NM
consists of a set of functions to control, plan, deploy, allocate, coordinate, and manage
network resources. It involves a number of software and hardware products that system
administrators use to manage a network. (Webopedia, 2013)

Network Management can be identified as any approach that includes monitoring the
performance of the network, detecting and recovering from faults, configuring the network
resources, maintaining accounting information for cost and billing purposes, and providing

However, network management covers a wide area, including performance, fault, and

13



configuration. These aspects will be detailed later in this work. In general, network
management functions include verification of the status of all network devices such as
routers, switches, hubs and computers. NM also entails recording and analyzing error
messages from all the aforementioned devices in order to monitor the health of all devices

(Sebastian & Adrian 2009, 79.)

Security Domain is responsible for securing the network, security domain is intended to
prevent intrusion if at all possible, to detect intruders in case of intrusions promptly and to
recover from and limit the consequences of such intrusions as efficiently as possible. Here,
the manager isinformed of who is using the network. ( Afeez Yusuff, Network monitoring,
Bachelor’s thesis Central Ostrobothnia university of applied Sciences Degree Programmein

Information Technology ,May 2012b)
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CHAPTER THREE

METHODOLOGY
3.1 INTRODUCTION:

This chapter outlines the techniques, procedures and processes used in the gathering and
analysis of the needed requirements in the development of Network monitoring, management
and security software. It explains how the software is supposed to function in order to meet
the stakeholder’s requirements. The research design, approach and strategy are treated in this
section. The software development life cycle used in carrying out the project is the Waterfall

model.

51;11‘ ems H.nnl'r.-li =

e — e e o

Systemn Design |

- ~f

Mrogramming

Testing

Corpversion

Production and
Mainternance

Figure 1. Depicting waterfall devel opment model

This chapter also introduces genera concepts, mechanisms, and systems for monitoring,
management and security distributed environments. Developing and maintaining complex
applications has become impossible without a sufficient tool support. Monitoring,
management and security software provide the basis for on-line tools, which are a major

technique for handling the on-line phases of the software lifecycle.
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3.2 RESEARCH DESIGN

The research design attempts to provide the best information possible subject to the variant
constraints which the research was conducted in other to answer the research objectives. The
research employed the descriptive and analytical method which seek to describe the
phenomena, gives a clear picture of trends, an event or situation. The study employed the
descriptive survey method in looking at network monitoring, management and security

software.

3.3RESEARCH APPROACH

Basically, tools are programs used to support or simplify the development and deployment of
applications. This comprises software development tools like integrated development
environments with analysis and design tools, GUI builders, and debuggers, as well as on-line
tools that are applied to the developed application at runtime. In contrast to off-line tools that
only collect information at runtime for later analysis, the characteristic of on-line tools is to
allow immediate manipulations of the running program in addition to data collection.

(Gunther Rackl, Monitoring and Managing Heterogeneous Middleware)

3.4 RESEARCH STRATEGY

Nick Feamster, Research Statement elaborated that users of computer networks demand high
availability and good performance in the face of continually changing network conditions.
Most communications networks are kept afloat by the vigilance of network operators, who
tune network configurations in response to changes in available resources, failures of network
elements, fluctuations in traffic demands, or the onset of malicious or otherwise unwanted

traffic (e.g., spam).

16



Responsiveness to changing network conditions requires increasingly sophisticated detection
and mitigation strategies as networks become saddled with more features and subject to new
classes of unforeseen threats, and as users demands from the network become increasingly
stringent. Network monitoring, management and security software has long been a critical
piece of this puzzle: mitigating network disruptions depends, first and foremost, on tools and

techniques to quickly and accurately detect these disruptions and determine their causes.

3.5DATA COLLECTION METHOD

Data collection techniques employed in this study were direct observation and unstructured
interviews. The interviews and the observation were guided by the primary research question:
“what type of network is the organization using or implementing, how can network
monitoring, management and security software enhance operations of the work environment,
and how can software security challenges be minimized by network monitoring, management
and security software. These methods were used to dicit information from system
administrators on their perception on how their networks information or logs are recorded,

processed, stored. They also shared their views on the current system being used.

3.6 EVENTSAND ACTIONS

All monitoring techniques rely on the detection of events that are relevant for the program
behaviour. Of course, the notion of relevance depends on the specific tool and application;
therefore, monitoring systems allow tools to define relevant events dynamically. With these
events, certain actions are triggered, i.e. commands that are executed when the event occurs.
These commands can either carry out data collection, or also manipulate the running
program. The mechanism of events and actions is also called the even-action paradigm.

(Gunther Rackl, Monitoring and M anaging Heterogeneous Middleware).

17



Network Monitoring, management and security software is a host and is designed to inform
you of network problems before your clients, end-users or managers do. It has been designed
to run under the Microsoft Windows operating system (ie. Either windows Xp or latest
windows versions), Linux. The software runs intermittent checks on hosts and services you
specify using external "plugins' which return status information to the software. When
problems are encountered, the software can send notifications out to administrative contacts

in avariety of different ways (email, instant message, SMS, etc.).

3.6.1 Observation

This technique was used when the validity of data collected through other methods is in
guestion or when the complexity of certain aspects of the data system prevents a clear
explanation by the end users. Data gathered through observation are very reliable and
relatively inexpensive compared to other fact finding techniques. Observation, a fact-finding
technique, involves the researcher becoming an observer of people and activities in order to

learn about the system.

3.6.2 Interview

The persona unstructured interviews which involve asking open-ended questions were
recognized as the most important and most often used fact-finding technique to get the
system administrators involved in identifying requirements, and solicit ideas and opinions.
The interviews placed emphasis on network administrators, the most important elements of
information gathering, to respond freely and openly to questions. By establishing rapport, the
researcher was able to give the interviewees a feeling of actively contributing to the software

development and probe for more feedback from the interviewees.
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3.7 SYSTEM REQUIREMENT

Computer software requires certain hardware components, known as system requirement, to
be present in order to function effectively. Verification of the finished product to ascertain if
requirements have been met ensures that the software works efficiently with respect to time,

money and other resource include:

The Server
» A minimum of windows server 2003 operating system.
» Pentium IV one Gigahertz and above.
» Keyboard and mouse.
» Hard disk of 200 gigabyte and above.

» Memory of 3 gigabyte and up

3.7.1 Justification of Tools:
Why Visual Basic 2010?

» It dlows VB developers to do things that we couldn't do before, things like
inheritance and structured error handling. Another long-awaited capability is the
ability to write applications that interact with the user viathe command line. VB.NET
makes this easy and with full .NET functionality.

» Visual Basic.Net istotally object oriented

» Visua Basic.Net provides managed code execution that runs under the Common
Language Runtime (CLR), resulting in robust, stable and secure applications. All

features of the NET framework are readily availablein VB.NET.

19



» Security has become more robust in VB.NET. In addition to the role-based security in
VB6, VB.NET comes with a new security model, Code Access security. This security
controls on what the code can access. For example you can set the security to a
component such that the component cannot access the database. This type of security
is important because it alows building components that can be trusted to various

degrees.

MS SQL Server:

» SQL Server 2008 has reduced application downtime, increased scalability and
Performance, and tight yet flexible security controls.

» SQL Server 2008 makes it simpler and easier to deploy, manage, and optimize
enterprise data and analytical applications. It enables one to monitor, manage and
tuneall of the databases in the effective way.

» SQL Server 2008 provides a new capability for the partitioning of tables across file
groups in a database.

» SQL Server 2008 has unlimited database as compared to Microsoft Access database

which all data across will be conveniently saved.

3.6.2 Functional Requirement
This software requires an |.T. expert to be able to manage and interpret the results that will be
generated by the monitoring software. The user who will manage this software should have

network administration background.
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Figure 2. Software and its functionalities

Figure 3: Network and its protocol functionalities
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Figure 4. Depicts captured machines on the network.
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Figure 5. Represent detection of shared Resources
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Figure 6: Shows how to manually add a computer to the network
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CHAPTER FOUR

TESTING

4.1 INTRODUCTION
This chapter is concerned with the testing of the software. Software testing is an investigation
conducted to provide stakeholders with information about the quality of the product or
service under test. Software testing can also provide an objective, independent view of the
software to alow the business to appreciate and understand the risks of software
implementation. Test techniques include, but are not limited to the process of executing a
program or application with the intent of finding software bugs (errors or other
defects).Software testing can be stated as the process of validating and verifying that a
computer program/application/product:

meets the requirements that guided its design and development,

works as expected,

can be implemented with the same characteristics,

And satisfies the needs of stakeholders.
Software testing, depending on the testing method employed, can be implemented at any time
in the software development process. (Accessed at http://en.wikipedia.org, May 28 2014)
Testing of the software was conducted in two phases-the alpha and beta testing. The Alpha
testing is a type of acceptance testing; performed to identify al possible issues/bugs before
releasing the product to everyday users or public. The aim is to carry out the tasks that a
typical user might perform. Alphatesting is carried out in alab environment and usually the
testers are internal employees of the organization.
To put it as simple as possible, this kind of testing is called alpha only because it is done
early on, near the end of the development of the software, and before beta testing.(Accessed

on http://www.guru99.com/al pha-beta-testing-demystified.html,may 28 2014)
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The Beta test is the process of testing the product amongst system Administrators or
Network administrators to confirm that the product works. The beta test consisted of real-
time testing in a working environment. This was done by implementing and testing the
software on the networks of Pacific Savings and Loans, Reggio Company Limited, Kessben
FM and an education institution of computer Training (IPMC). Beta testing involves personal
unstructured interviews which involve asking open-ended questions and also soliciting ideas
and opinions from network administrators or system administrators. Information gathered

from network experts was instrumental in designing the software.

4.2 REQUIREMENT ANALYSIS

Requirement analysis involves persona unstructured interviews which involve asking open-
ended questions and also soliciting ideas and opinions from network administrators or system
administrators. Information gathered from network experts was instrumental in designing the

software.

4.3 DESIGN

Network monitoring, management and security (Kak-Bonsu network watcher) is custom

made software based on the preferences of the administrators or network experts interviewed.
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Figure 7: Displays sections of the main page

44 IMPLEMENTATION OF THE SOFTWARE

The software was implemented and tested for errors interoperability in an organization. After
the testing, it was observed that the software was able to capture details of al the systems
connected on the network, such details are the Computer names of the domain they are
connected to, Mac address and mode of determining how machines obtain IP address
(ie.DHCP or static IP) and the identification of the particular systems as well the operating
system a particular system is using. It was again observed that the software can actualy
capture user activities on the network as well as remotely shutdown a user system. It aso
sends an alert message to the administrator when there’s a breach of network or an

unauthorized usage of the network.
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CHAPTER FIVE

EVALUATION OF THE SOFTWARE

5.1 INTRODUCTION

Before considering the outcomes of our research effort, the objective and relevance of this
study are revisited for a moment. To determine whether the objective of this study is
scientifically sound, we asked ourselves why it was necessary to design a security
framework, rather than, for example, design new countermeasures for the malicious host
problem. The necessity for a framework can best be described by using an analogy to that of
the processes involved in the building of a factory (industrial unit). A structure is needed to
establish the outlines and requirements of the design, as well as to provide specifications of
how and where the building blocks have to be placed. Without such a structure (in our case
the framework), the building blocks (in our case the countermeasures) will be unorganized
modules lying in disarray. (Elmarie Biermann, A Framework for the protection of mobile
agents against malicious Hosts, University of South Africa, September, 2004).

The results obtained from the testing and implementation reveaed that the software provide
protection for network resources, including against man in the middle attacks and
unauthorized usage of resources.

The evaluation of our work considers the two topics general approach, strengths and
weakness of the software. Important criteria for our considerations are the software

application domains as stated and explained in chapter two.

5.2 STRENGTHS AND WEAKNESS
One of the most fundamental and critical capabilities in the software is establishing
accountability for actions performed by individuals. A combination of authentication and

auditing mechanisms residing in the software usually provides this accountability. In such
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systems, the user identifies and verifies him to the authentication mechanism keeps account
of the activities performed by that authenticated user.

Unfortunately the accountability can be lost when the user crosses operating system (eg.
logging into another host across the network).Although the user will be reauthenticated by the
new machine (either with a new password or by trusting the authentication of the first host),
the accounting of the users activities will be distributed across the audit trails of multiple
hosts. If users are restricted from changing their identification as they move across systems
and if the audit timing can be synchronized across auditing mechanisms, accountability can

be achieved; however, such restrictivenessis not attainable in many environments.
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CHAPTER SIX

DOCUMENTATION

6.1 INTRODUCTION
According to the studies we have done, we define documentation as any artifact that helps
communicate information about the software systems and it is expected to provide precise
information about software system. (Golara Garousi, a Hybrid Methodology for Anayzing
Software Documentation Quality and Usage, September 2012a)
Generaly documentation artifacts respond to two main needs:

> it helps a software development team to communicate information about the

software system and its implementation detail s to the maintenance team
> It aims to support software development team members to continuously formulate
the solution to be implemented.

Usually documentation arises from the need to manage software projects’ knowledge. The
production of documentation is a way of making this knowledge explicit and available to
others, at the present and future times. In earlier works, software documentation mainly refers
to product manuals. Barker defined software documentation as —the design, planning, and
implementation of any interface element, written and online, of a software system to enhance
the system’s usability. Based on this definition, documentation referred to software product
manuals that were written for guiding users to use systems. In this terminology,
documentation did not cover the technical documentation used across software devel opment
life cycle, e.g., requirements or design documents. (Golara Garousi, a Hybrid Methodology

for Analyzing Software Documentation Quality and Usage, September 2012b)
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6.2 DIRECTIONSFOR FUTURE RESEARCH

The software will be incorporated with new features to enhance them to be able to answer

unsolved technical issues and what is taught to be impossible by 1.T. experts.

R/
A X4

Integration of Antivirus software to make the security part of the software complete to the
task thereby protecting the network from Phishing, worms, virus, trojans and brute man
force attack.

The ability to respond and act in real time to an activity alert is aways the best, SMS and
e-mail aert will be incorporated into the software. The email is not only going to depend
on internet but in case the users don’t have internet service on the phone to receive the
alert it will be converted to SMS format.

In terms of violation the administrator should gain some evidence on the track of user
activity and also be able to back it up to an online web server at a remote location which
only a top management user can have access to .This will make it more authentic and
evidence cannot easily be compromised.

Email tracking and real time transmission tracking of information in reader format that

only the administrator can have that format and any other intruder will have it encrypted.

6.3 RECOMMENDATIONS

The software is recommended for any organization that uses a computer network. Since it is

mandatory for an administrator to know any device connected to his or her network. The

software is aso good for security systems monitoring which will detect intruders and the

software can shutdown machines that are far away or machines that are unwanted do work at

aparticular time. It is easy to track malicious users through MAC address identification, since

MAC addresses are unique on every machine. Time management is an essential tool for an
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|.T. personnel due to this fact the software have an option that logs all processes of the
monitoring for the administrator to review past events of the monitoring software.

» One difficult part of remote assisting is being able to detect physical I.P. of aremote
system due to this fact the software is able to detect all connected 1.P’s and makes it
easier for remote management.

» The software has the ability to track all printers and shared folders which have been
created and shared. Since some users do share resources without authorization.

» Being able to detect an external user in your network is also another difficult task, the
software have an in built tracking using tracert to locate the hop count of the user to

determine how far the user is.

6.4 GENERAL CONCLUSION
The following conclusions were made from the findings.
> It was observed that system administrators were able to do real-time monitoring with
the software.
» System administrators also expressed much appreciation because the software
possesses ahility to actively perform events and actions on the network.
» The software possesses better troubleshooting capabilities to test for connectivity of
users or nodes on the network.ie.using the ping
» It was observed that the software displays actively users on the network.
» Within the shortest possible time when configured on the network, the software
displayed the users on the network by machine name and domain they are connected

to.
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